Care Wisconsin
Information for External Audiences on Receiving and Sending Encrypted Email
For purposes of confidentiality, Care Wisconsin encrypts all outbound email. Also, external parties who are
sending emails with Protected Health Information (PHI) or other sensitive/confidential information to Care
Wisconsin will need to encrypt their emails.
This document outlines the steps for sending and receiving encrypted email. Confidential information could
include member names, financial information, claims data, provider and vendor contracts, and so forth. While
it’s not a good practice to email confidential information at all, we do want to give you the steps for
encrypting confidential emails you may send to us.
New Users
If you have never received an encrypted email from Care Wisconsin, you will be asked to create an account

on our Secure Message Center. Enter your email address and create a password.
The password must meet several requirements:
1. Must be 6 characters in length.
2. Contain both alphabetic and numeric characters.
3. Contain both upper and lowercase characters.
4. Contain at least one special character, such as: ~!@#$%^&*
Enter your password and click the register button. You have now created an account.

After clicking the “register” button, you will be able to view the encrypted email from Care Wisconsin.

If Your Organization Uses Zix
If you or your organization uses Zix for email encryption, this document does not apply to you. Messages from Care
Wisconsin will show up in your regular email inbox with a footer that states; “This message was secured by ZixCorp.”
(Also, our staff has the option to send unencrypted email that does not contain PHI or other confidential
information.)
Receiving an Encrypted Email from Care Wisconsin
When receiving an encrypted email from Care Wisconsin, you will receive a message in your inbox just like a regular
unencrypted email message.

After opening the secure email, there will be an “Open Message” button. You will need to click
on this button, and you will be redirected to a secure web portal.

